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© Information processing system. 



© A method and apparatus for powering down a 
computer system while saving the state of the sys- 
tem at power down is disclosed. The system main- 
tains the capability to suspend the execution of an 
application program operating on the system at any 
point and resuming execution of the application pro- 
gram at that same point at a later time. The time at 
which the system may be powered down and then 
powered back up again is totally arbitrary and de- 
pends only upon the user of the system. At the time 
the system is powered off, the contents of all active 
registers as well as the states of all I/O devices in 
the system are stored in a special save area of 
system memory. This special save area is prov.ded 
with power during the suspended time in order to 
retain the state of the system at the time it was 
powered down. By using this special save suspend 
area, the main memory area of the system is avail- 
able to any application programs independently of 



the system save memory requirements. Additionally, 
the system may be powered on and off under soft- 
ware control thereby providing the capability for un- 
attended system operation using an alarm function. 
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@ Information processing system. 

(57) A method and apparatus for powering down a computer 
system while saving the state of the system at power down ts 
disclosed. The system maintains the capability to suspend the 
execution or an application program operating on the system at 
any point and resuming execution of the aoolication program at 
that same point at a iater time. The time at whicn the system 
may be powered down and then powered back up again ts 
totally arbitrary and depends only upon the user of the system. 
At the time the system ts ocwerea on. tne contents of all ac:ive 
registers as well as tne states of all I/O devices in the system 
are stored tn ?. special save area of system memory. This special 
savefarea is provided with power during the suspended time m 
order to retain the state or the system at the time it was 
powered cc ,vn. 3y using this soeciai save suspena area, tne 
main memory area of tne system is availaole to any application 
programs ;r jeDendentiy or -ne system save memory reauire- 
ments Acaitionaily. tne system may oe cowered on and orf 
uncer software control tnereoy provicmg tne caoaoiiuy tor 
unattencea system operation using an aiarm function. 
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Description 

INFORMATION 

This invention relates to the powering on and off of 
a computer system, and more particularly to the 
capability to suspend and resume a software 
application running on the computer system during a 
power off/on cycle. 

In the information processing environment, it 
would be very valuable to be able to suspend and 
resume programs running on a central processing 
unit (CPU) during times when the CPU is powered 
off and on. It would be especially valuable to be able 
to resume the programs at the exact execution point 
at which they were suspended during a power off 
occurrence. The ability to suspend and resume an 
application program during a power off/power on 
cycle is very important for a portable computer. A 
typical user of such a portable computer would most 
likely be cycling his computer off and on much more 
frequently than a user of a computer that is fixed in 
one location. It would be very desirable and highly 
productive for the user of such a portable computer 
to be able to instantly power on and resume system 
operation at the point at which execution was 
suspended. 

A further advantage of such a suspend and 
resume feature is found in the battery operated 
computer field. By eliminating the restarting of a 
program from the beginning, battery life would be 
extended by eliminating the disk drive operations 
usually required for an application and a data base 
which have to be reloaded at power on. 

A major requirement for such a suspend and 
resume feature is that the state of the CPU and the 
computer registers and peripherals must be interro- 
gated and stored at the suspend time so that they 
may be re-stored accurately at the time of resump- 
tion. Consequently in effect the entire system's state 
must be saved including control and memory 
mechanisms associated with the display, system 
timing mechanisms, interrupt and keyboard control- 
lers, as well as communication controllers. A second 
major requirement to be able to perform an accurate 
suspend/resume function is that the contents of the 
memory must be retained. As part of this latter 
requirement, some power must be supplied to the 
memory while the system is off in order to save its 
contents. As part of this saving requirement, it would 
be desirable for the system's state to be saved in a 
special area separate from main memory that is not 
accessible to any application programs running on 
the system. In this manner, mam memory space is 
not used up during a suspend/resume operation. 

Large computing systems have been known to 
have some type of early-power-off warning system 
to enable the computing system to go down without 
destroying large quantities of data. However, none of 
these systems has the capability to restore the 
hardware to its pre-power down state. Typically, 
what is done is that the system is restarted and 
reloaded from the beginning. U. S. Patent 4,458.307 
discloses a data processing system having a volatile 
mam memory which includes a data save controller 



PROCESSING SYSTEM 

for protection against less of the memcry during a 
power failure. At the first sign of a po.ver supply 
5 failure, non-postoonable tasks are ccrr.cleted and 
data saving is accomplished by storing ;r.e contents 
of volatile processor reciters in the main memory 
area At the conclusion of a power failure, the 
contents of the main memory are then transferred 
10 back to the volatile registers for reinitialization and 
restart. Power fault detection circuitry is required to 
detect a power failure sufficiently in advance to be 
able to transfer from volatile to non-volatile storage 
areas. 

15 A similar technique is found in U. S. Patent 

3,959.778 wherein data is transferred from a volatile 
main memory of a data processor to a peripheral 
permanent storage unit upon failure of the mam 
supply to the data processor. Circuitry is Drovided to 

20 read the contents of the main memory into the 
selected permanent storage unit within a time period 
short enough so that perishable data in the main 
memory is not lost. 

U. S. Patent 4.096.560 describes a protection 

25 circuit which disables control signals to a micropro- 
cessor and to a memory to prevent the loss of stored 
data from the memory during power fluctuations. 
The control signals inhibit the reading or writing of 
data into the memory and maintain the microproces- 

30 sor in a reset mode of operation during tne power 
level fluctuations and interruptions. 

In accordance with the invention, an apparatus 
and method are provided for enabling a user of a 
computer system to suspend execution of a pro- 

35 gram by powering down the system while maintain- 
ing the capability to restart execution at the exact 
point at which it was suspended after powering back 
on. The user of such a system may arbitrarily 
suspend execution at any point in time and similarly 

40 resume execution at any point in time without having 
to restart and reload the program that was running 
on the system at the time it was powerea down. At 
the time the computer system is powered down, the 
contents of all active registers as well as the states 

45 of all I/O devices in the system are stored in a special 
save area of the memory. This special save area is 
provided with power during and after the suspend 
operation, thereby retaining the state of the machine 
while it is powered down. 

50 The computer system disclosed herein includes a 

display, memory, timers, interrupt apoaratus. a 
keyboard, and communication devices. Conse- 
quently, at the time the system is powered down, the 
entire state of the machine must be saved including 

55 that of the display controller, the memory, system 
timers, interrupt controllers, keyboard controllers, 
communication controllers and central processor 
registers. The computer system state is saved in a 
special save area that is not accessiole to any 

60 application program running on the system. As a 
result of this, all of the main memory area is available 
to application programs independently of the system 
save requirements demanded by the special system 
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save area. 

As an additional capability, the computer system 
may be powered on and off under software control. 
Attendant with the capability to power on and off 
under software control is the capability to allow 
unattended operation of the computer system. A 
j time of day alarm function built into the system 
enables the system to be powered on, and resumed 
at predetermined times. 

In order that the invention may be fully understood 
a preferred embodiment thereof will now be de- 
scribed with reference to the accompanying draw- 
ings in which: 

Fig. 1 is a functional block diagram of the 
system according to the present invention. 

Fig. 2 is a block diagram of the power control 
section used to power down and power up the 
system according to the present invention. 

Figs. 3a-3c are flow charts depicting the 
operations which occur during a power down 
operation. 

Figs. 4a-4e are flow charts depicting the 
powering back on of the system following a 
power off sequence. 

Referring now more particularly to the drawings, 
the overall system of the invention is shown in Fig. 1. 
Continuous power is supplied from power supply 42 
to power control 43 over line 45. As can be seen, 
continuous power is also supplied from power 
supply 42 on line 45 to system RAM 15, real time 
clock 21, display RAM 34 and display font/suspend 
RAM 35. The operation of on/off switch 41 to power 
supply 42 controls the operation of line 49 which 
communicates between power supply 42 and power 
control 43. When on/off switch 41 is depressed, line 
49 causes power control 43 to provide a power 
enable signal over line 48 to power supply 42. In this 
manner, switched power is provided over line 47 to 
CPU 11, interrupt controller 12, clock control 31, 
DMA controller 13, display controller 14 and display 
25. Power control 43 also provides a suspend 
non-maskable interrupt (NMI) to interrupt controller 
12. Note that switched power is also provided on line 
47 to system ROM 16, keyboard control 17 and 
keyboard 28, diskette controller 19, diskette drives 
26 and 27, modem 22, RS232 communication 
interface 23 and printer interface 24. 

Modem 22 communicates with an external device . 
over line 38 and the RS232 interface 23 communi- 
cates with an external device over line 39. Bus 
controller 29 controls the flow of data among the 
following devices: power control 43, CPU 11, 
interrupt controller 12. clock control 31, DMA 
controller 13. display controller 14. printer interface 
24. RS232 communication interface 23, modem 22. 
real time clock 21. diskette controller 19. system 
timers 18. keyboard control 17. system ROM 16 and 
system RAM 15. As can be seen, the communication 
of data among these aforementioned devices tran- 
spires over bus 44. Note also there is data 
communication between display, controller 14 and 
display 25, between diskette controller 19 and 
diskette drives 26 and 27, and between keyboard 
control 17 and keyboard 28. 

The suspend and resume operations during a 



power on/off cycle will now be described in more 
detail with respect to Figs. 3a-3c and 4a-4e. 
respectively. In operation, when power on/off switch 
41 is depressed, a suspend NMI is generated to 

5 initiate the saving of the system's present state 
within approximately a two second time period. As 
shown in step 84. the first operation performed 
subsequent to power switch 41 being depressed is 
to save the contents of all of the registers of CPU 1 1 . 

W Subsequently, all system interrupts are disabled and 
a system suspend flag is cleared as depicted in step 
85. The clearing of the system suspend flag prevents 
the system from being restarted from the beginning 
when the system is resumed unless the system is 

15 successfully suspended. As indicated in step 86, the 
diskette drives and the display are turned off and any 
printer operation is stopped while any audio output 
is disabled. 

In step 87, a system profile area in RAM 15 is read. 

20 In this area, a user of the system can indicate that it 
is desired to have the system restart from the 
beginning of any suspended application program 
rather than having it resume at its suspended 
execution point. In decision block 88, a determina- 

25 tion is made as to whether or not a resume mode is 
set, i.e., whether or not the system will resume at the 
suspended execution point. If the answer is no, then 
a second determination is made as to whether or not 
a "force" resume is set. This is done in block 89. A 

30 "force" resume overrides the information in the 
system profile area that was read in step 87 so as to 
force the system to resume at its suspended 
execution point. This "force" resume would be used 
to prevent loss of the system's state if the power 

35 supplied to the system were in danger of running 
out. In the preferred embodiment disclosed herein, 
the power is supplied to the system by a battery, i.e., 
power supply 42 is a battery. In this manner, the 
state of the system can be saved if the battery runs 

40 low during the execution of an application program 
without losing data which cannot be recovered. If the 
answer to decision block 89 is no, then no saving of 
the system is done in the event of power off. 
However, if the answer to either decision block 88 or 

45 decision block 89 is yes, then as indicated in step 91 , 
a special save area in RAM 35 is activated. In 
accordance with the activation of this special 
suspend save area in RAM 35. the real time clock 21 
interrupt mode is saved and all real time clock 

50 interrupts except an alarm interrupt are disabled, 
i.e., only the alarm function of the system has power 
remaining on. In decision block 93. a determination 
is made as to whether or not an alarm power-on-acti- 
vation has been requested. If there are no alarms 

55 set, then operation proceeds to step 95 which will be 
explained with respect to Fig. 3b. However, if an 
alarm power-on has been requested, then as 
indicated in step 94, the alarm hardware provides an 
enable-power-on so that at the time an alarm goes 

60 off, if the system has been suspended it will then 
resume execution at the point at which it was 
suspended. 

Having made a determination as to whether or not 
a resume mode has been set and a second 
65 determination as to whether or not an alarm function 
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is required, a number of functions are carried out 
subsequent to step 95. These are as shown in 
Fig. 3b. As indicated in step 96, the stack segment 
and stack pointer registers within CPU 1 1 are saved. 
As indicated in steps 97 and 98, the state of the 
display controller 14 and the state of system timers 
18 is each saved. As shown in steps 101 and 102, the 
registers of both interrupt controller 12 and DMA 
controller 13 are saved. Additionally, (as shown in 
step 103) all interrupt vectors which are used by the 
system to perform a power on self test (POST) when 
the system is restarted are saved. To facilitate the 
POST, the main area in RAM 15 used by POST is 
saved as disclosed in step 104. Finally, as shown in 
step 105, the state of the registers of keyboard 
control 17 is saved. 

The saving of the system's state continues as 
shown in step 106 in Fig. 3c. Each of modem 22 and 
RS232 communication interface contains controller 
setup registers for holding information which is 
desired to be communicated over lines 38 and 39, 
respectively. Modem 22 is considered the primary 
communication device while RS232 communication 
inter- face 23 is considered the secondary communi- 
cation device. As shown in steps 107 and 108, the 
registers containing information which is to be 
communicated is saved at the time of power down or 
system suspend. Note that any information that is 
being communicated over lines 38 and 39 at the time 
of a power down will be lost. Additionally, as shown 
in steps 109 and 110, both the main memory and the 
special suspend memory have a check sum proce- 
dure performed on them and their contents are 
stored in the special save area. These operations are 
done to make sure that the contents of memory have 
not changed during the suspend operation. Finally, 
in steps 111 and 112, a system suspend flag is set, 
further execution is halted and the system waits for 
the expiration of the two second time period after 
the suspend operation has been initiated. Further 
operation then halts until a system resume operation 
is initiated. 

Figs. 4a-4e depict the operations and functions 
performed during a power on resume operation. 
Once again, it is to be noted that a successful power 
on resume operation enables the application pro- 
gram that was running on the computer system to 
begin executing at the exact point at which execu- 
tion ceased at the time the power down suspend 
operation was performed. As indicated in step 113, 
power is restored to the system either by an 
operator pressing on/off switch 41 or by a preset 
alarm. In step 114, a hardware reset flag is read in 
order to determine whether or not the user wishes to 
run a new application program, thereby aborting the 
resumption of the system's state at power down. If 
no reset flag has been set, then the resumption 
process will proceed at the last execution point. In 
decision block 115, a determination is made as to 
whether or not there has been either an operator or 
battery loss abort, thereby indicating the reloading 
of the application program at its beginning. If either 
of these conditions occur, then a system suspend 
flag is reset as shown in step 116. However, if neither 
of these conditions occur, then the suspend save 



area in RAM 35 is accessed and a checksum 
function is performed. If the checksum function 
indicates an error, then the system suspend flag is 
reset and the application restarts at the beginning 

5 and not at the previous execution point. However, if 
the checksum of the suspend save area is success- 
ful, then a checksum function is performed on the 
main memory of RAM 15 as indicated in step 121. 
Once again, if there is an error found, then the 

10 system suspend flag is reset, an error code is 
issued, and the application program must restart at 
the beginning.^ However, if the latter checksum 
operation is successful, then a determination is 
made in decision block 125 (see Fig, 4b) as to 

15 whether or not a suspend flag has been set. If a 
suspend flag has not been set, then the state of the 
system must be re-stored to its beginning. 

As indicated in step 126, a complete POST 
function is performed and all memory is cleared. 

20 Subsequently, any errors which have occurred are 
displayed as shown in step 128 and a determination 
is made as to whether or not any fatal errors have 
been found. If any fatal errors have been found, then 
the system is shut down. However, if no fatal errors 

25 have been found, then an initial program load is done 
on the system from one of diskette drives 26 or 27 
and control is then passed to the particular applica- 
tion program which has been loaded into the system. 
The yes branch of step 125 follows if the 

30 application program that was suspended is to be 
resumed at its previous execution point. In step 127, 
a power on self test (POST) is performed without 
significantly modifying the main memory of RAM 15 
and without modifying font/suspend RAM 35 and 

35 display RAM 34, However, if any fatal errors have 
been found as shown in decision block 33, then the 
errors are displayed and the system is shut down. 
When no fatal errors have been found, then 
resumption proceeds with all interrupts being dis- 

40 abled and the suspend save area in RAM 35 being 
accessed. Additionally, the registers of display 
controller 14, and system timers 18, are restored to 
their previous states as shown in steps 135 through 
137. The resumption process continues with step 

45 139 as shown in Fig. 4c. At this point, interrupt 
controller 12 is re-stored and the main memory area 
of RAM 15 which was used by POST is also restored. 
Additionally, any key depressed flags of keyboard 20 
are cleared and any pending keys in keyboard 28 are 

50 purged, while the system configuration information 
is updated due to possible changes while powered 
off. Finally, the registers of keyboard control 17 are 
restored. 

Continuing, the communication setups of modem 
55 22 and RS232 communication interface 23 are 
restored as shown in steps 147 and 148 (see 
Fig. 4d). Next, the stack segment and stack pointer 
registers of CPU 11 are restored and the suspend 
save area in RAM 35 is disabled so that at this point 
60 application program access to this space is pro- 
hibited. 

In decision block 152, a determination is made as 
to whether or not the system has been powered 
back on by an alarm that has been previously set. If 
65 the answer is affirmative, then the alarm of real time 
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clock 21 is reset and a memory flag set. thereby 
informing the application program that is currently 
loaded that the system is currently unattended by a 
user. Continuing, the printer 20 is enabled. Finally, in 
step 155, the capability of the system to once again 
suspend an application program is enabled. 

The last operations which are performed to 
complete the resume operation are detailed in 
Fig. 4e. In step 157, a change flag on both diskettes 
26 and 27 is set to force the operating system 
program to check that the correct diskette is loaded 
in one of diskette drives 26 or 27 before a write 
operation proceeds. This is to assure that the 
diskette that will be written on is the same one that 
was being written on at the time the suspend 
operation was initiated. The state of diskette control- 
ler 19 could be saved and restored, however, in the 
best mode of this invention, it is not because the 
operation wiil be aborted with "possible diskette 
changed" status and it is up to the operating system 
to validate the diskette and retry the operation. 
Subsequently, a resume call is issued to the 
operating system program thereby allowing restora- 
tion of printer 20 to its previous state and enabling an 
updating of the present time and date from real time 
clock 21. By so doing, the correct time and date may 
be shown on display 25. All registers in CPU 1 1 are 
restored from the stack and a signal is provided to 
display controller 14 to enable video data to be 
shown on display 25. Finally, a return from the 
suspend interrupt is executed and the application 
program that was suspended is resumed at its 
previous execution point. 

The operation of the logic used to control the 
powering down of the system during a system 
suspend operation will be explained in more detail 
hereinafter with respect to Fig. 2. When the power 
control circuit of Fig. 2 is first powered on, flip-flops 
62, 65, 66 and 69 are all reset using the system reset 
signal on line 73. The power enable signal on line 48 
is at a low logic state thereby indicating that the rest 
of the system is not powered on. In order to activate 
the power enable signal on line 48 to turn on the 
system, power switch 41 is depressed which in turn 
places a pulse on the power switch signal of line 49. 
Alternatively, the system may be turned on by a real 
time clock alarm signal on line 72 going to a low logic 
state thereby signaling the turning on of power by 
the alarm function. Flip-flop 62, which is a toggle- 
type flip-flop, will then change states causing the 
signal on line 70 to go from a high logic state to a low 
logic state. Since the set input for flip-flop 65 is on 
line 70. flip-flop 65 is then set and the power enable 
signal on line 48 becomes active. 

When the system is powered on. a reset signal is 
generated by the circuit of Fig. 2 in the following 
manner. When the signal on line 70 transits f rom a 
high to a low logic state, a 250 millisecond count is 
begun. After 100 milliseconds have elapsed, the 
signal on line 82 is raised to a high logic state 
thereby causing flip-flop 66 to clock in a high signal 
for the reset signal of flip-flop 66. After the 250 
millisecond time period has elapsed, the signal on 
line 83 goes to a low state which resets flip-flop 66 
thereby causing the reset signal of flip-flop 66 to go 



to a low state. Consequently, 100 milliseconds after 
the powtrr enable signal becomes active, the reset 
signal *.vt!! become active for a period of 150 
milliseconds. 

5 To to/ off the computer system, power switch 41 
is again depressed, and another pulse is placed on 
the power switch signal on line 49. Note that the 
system -may also be powered off by a software 
request, thereby causing the software power-off 

W signal on line 74 to go to a low state thereby 
providing a reset signal to flip-flop 62. Flip-flop 62 
then changes state thereby causing the signal on 
line 70 to transit from a low to a high state. As a 
result, flip-flop 65 which has the signal on line 70 as 

15 its set input, is not then being set and can therefore 
be clocked. Divide down counter 61 then counts up 
to 2 seconds and it raises its 2 second output signal 
on line 81 which clocks in a low signal to flip-flop 65. 
This low signal disables power. 

20 During a powering-off sequence, a system sus- 
pend NMi signal on line 75 is generated to signal any 
software running on the system that a power down 
sequence is now underway. This signaling process is 
accomplished using pulse generator 64. When the 

25 signal on line 70 transits from a low to a high state, 
pulse generator 64 generates a pulse which sets 
flip-flop 69 thereby causing line 75 to go to a high 
state thereby signaling the software to begin the 
suspend sequence. 

30 



Claims 

35 1. An information processing system includ- 

ing a central processor, memory, and a plurality 
of input-output devices, characterised in that 
the system further includes 

means for powering-off said information 

40 processing system; 

means for saving the state of all memory 
locations and of each of said plurality of 
input-output devices when said powering-off 
means are activated; and, 

45 means for restoring all memory locations and 

each of said plurality of input-output devices to 
the state held at power-off time upon powering 
said information processing system back on. 
. 2. An information processing system accord- 

50 ing to claim 1 wherein said means for powering- 

off said information processing system com- 
prises means for disabling all interrupts in said 
system and for halting operation of each of said 
plurality of input-output devices. 

55 3. An information processing system accord- 

ing to claim 1 or claim 2 wherein said saving 
means comprises means for activating an 
isolated area of memory for storing the state of 
selected memory locations and of each of said 

60 plurality of input-output devices. 

4. An information processing system accord- 
ing to claim 3 further including means for 
performing a checksum operation on said 
special area of memory as well as on the 

65 remainder of said memory. 
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5. An information processing system accord- 
ing to claims 2, 3 or 4 further comprising means 
for setting a system suspend flag subsequent 
to the disablement of alt system interrupts and 

the turning off of each of said plurality of 5 
input-output devices. 

6. An information processing system accord- 
ing to any of the preceding claim 1 further 
comprising means for disabling said saving 
means and said restoring means upon power- w 
ing-off said information processing system. 

7. An information processing system includ- 
ing, a central processor on which an application 
program executes, memory and a plurality of 
input-output devices, said information process- 15 
ing system characterised in that the system 
comprises 

means for powering-off said information 
processing system and suspending execution 
of an application program ; 20 

means for saving the state of all memory 
locations and of each of said plurality of 
input-output devices at said power-off time; 

means for restoring all memory locations and 
each of said plurality of input-output devices to 25 
the state held at said power-off time upon 
powering said information processing system 
back on; and, 

means for resuming execution of said appli- 
cation program at the point at which it was 30 
suspended. 

8. An information processing system accord- 
ing to Claim 7 wherein said saving means 
comprises means for activating a special mem- 
ory area for storing the state of selected 35 
memory locations and of each of said plurality of 
input-output devices. 

9. An information processing system accord- 
ing to claim 8 further comprising means for 
performing a checksum operation on said 40 
special area and on the remainder of said 
memory. 

10. An information processing system accord- 
ing to claim 9 further comprising means for 
disabling said restoring means upon the occur- • 45 
rence of an error during said checksum oper- 
ation. 

11. A method for suspending and resuming 
operation of an information processing system 
characterised by 50 

powering-off said information processing 
system; 

saving the state of all memory locations and 
each of said plurality of input-output devices at 
power-off time ; and, 55 

restoring all memory locations and each of 
said plurality of input-output devices to the 
state held at power-off time upon powering said 
information processing system back on. 

12. A method for suspending and resuming an 60 
application program executing on an informa- 
tion processing system characterised by: 

powering-off said information processing 
system thereby suspending execution of an 
application program; 55 



saving the state of all memory locations and 
of each of said plurality of input-output devices 
at said power-off time; 

restoring all memory locations and each of 
said plurality of input-output devices to the 
state held at said arbitrary time upon powering 
said information processing system back on; 
and, 

resuming execution of said application pro- 
gram at the point at which it was suspended. 
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